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Professional Profile

· Over 15 yrs of SAP Security experience on various SAP modules such as R3/ECC, APO, Portal, BW/BI, SAP GRC AC, and SAP S4 HANA Security, BTP Security & IAS.

· Full life cycle Implementation experience with SAP Security & SAP S4 Hana Fiori Security (Catalogs/Groups/Spaces & Pages) along with the strategy of BTP Security for role exposing & Cloud Apps and IAS for User Authentication.
· Developed Fiori based access front end roles to enable end users access to the Fiori Launchpad as per the process area/position.

· Full life Cycle Implementation of SAP Security Projects from design Phase to post Implementation. Planning & Blueprinting and

Knowledge of SAP Methodology for new Project.
· GRC 10.1 (subsequent upgrade to GRC 12) implementation team as consultant which includes GRC ARA, ARM & EAM and later absorbed as GRC system administrator and production support. 

· HANA DB Security:  Configured Standard, Technical and Restricted Users. Experienced using SAP HANA Studio for User
Administration like created new users/modify existing users in Native HANA, identifying the necessary object privileges/system privileges/package privileges/SQL Privileges required for users (developer/functional and end-users) and add them to the roles/user profile.
· Experience in full life cycle Implementation in various versions of R/3 including upgrades to ECC 6.0 , APO , BI 7.0 using SU25
· Gathering requirements and documenting S/4 HANA Security Strategy and framework.
· Experienced in managing teams in application development (both onshore and offshore) and interacted with customers and technical teams to generate requirements.

· Extensive experience with Automatic Profile Generator (PFCG), User Administration, Central User Administration (CUA), Authorization object maintenance, Problem analysis and troubleshooting, SAP GUI, ECATT & LSMW Scripts, transporting roles, Auditing, Segregation of Duties (SOD) and Sarbanes-Oxley Compliance etc.

· Experienced in leading SAP security teams in audit efforts by helping in defining the audit rules and automating the reports by defining the programs specifications

· Experienced in leading and guiding the security teams in unit testing of the roles using the business process procedure (BPPs)

· Prepare and execute test scripts using HPALM.

· Experienced in Strategizing and implementation of SAP Security model, processes and procedures, defining various Role Matrices and designing templates.

· Experience on Audit projects and working as a liaison between the security team and auditors.

· Solving ticket issues in Security related tables and reports/programs. 

· Problem fixing in assign of Authorization Groups, User Groups and User Administration. 

· Providing support and issue resolution in quick turn-around during project implementation.

· Comprehensive knowledge in ITIL best practices coupled with excellent communication skills.

· Experience in documenting monthly audit reports, audit logs, policies, procedures, and other tracking documents to monitor health of the system and project.

Areas of Expertise
SAP Security S4 Implementations – Enterprise Technology – Onsite & Offshore Teams – End-to-End Security Cycle
Test Cases & Strategies (Devops/HPALM) – Troubleshooting – Configurations – Requirements Gathering & Analysis – SOD Risk Analysis – BTP Security – End User Training – Cross-Functional Collaboration – Agile / Scrum Methodology – Project Management - SAP Gateway – SAP Fiori (Groups/Catalogs/Spaces/Pages)  – SAP HANA DB Security – GRC 12.0 AC Security 
Professional Experience
Deloitte & Touche LLP, USA – New Jersey, USA
June 2022 to Present
SAP Senior Advisory Consultant - Chevron Corp, Marathon Petroleum, PPG Industries NJ, US | June 2022 to Present.


· Worked on SAP Security and Controls workstreams for ERP transformation of a global firm’s Oil, Gas and Chemicals business line.

· Currently working in an S/4 implementation project using agile methodology. Establishing security design strategies for the S/4 Hana application roles along with the strategy for BTP cloud security and IAS for User authentication. Also used IAG for User access provisioning.
· Working in SAP Security & GRC engagements, S4HANA-Fiori analysis, SAP systems and GRC application administration, GRC Cutover Activities, Sap System refresh, S4 HANA rollouts, Go-Live, Post Go-Live, GRC configuration support and operational support projects. 

· Assessing SAP data masking tool capabilities for addressing sensitive data restriction requirements. 

· HANA Security: User management, Role creation, restriction using Table, View and Schemas at Analytic privileges in Role through HANA Studio. Tracing and troubleshooting.

· FIORI / UI5 Security - Gateway role design to include Catalogs, Groups, Space & Pages and ODATA. Backend role design to include T-code, ODATA, Webdynpro with Authorizations. Trace error log analysis for missing Services and Backend authorizations.

· GRC 10.1 (subsequent upgrade to GRC 12) implementation team as consultant which includes GRC ARA, ARM & EAM and later absorbed as GRC system administrator and production support. 

· Currently working as Onsite Lead for an S/4 implementation project using agile methodology. Establishing strategy design strategy to implement current S4 implementation project and sustain for upcoming ERP transformation project. 

· Optimizing the performance by removing the unwanted apps that are not enabled from the catalogs and reducing the number of tiles on the home page which reduces the load time there by improving the user experience.

· Constructed high-level and detailed security programs translating business needs and regulatory requirements into cost-effective and risk-appropriate controls. 

Tata Consultancy Services Ltd, USA – New Jersey, USA
 July 2019 to June 2022
SAP Security Lead Consultant, Johnson & Johnson, NJ, US



· Worked as SAP Security Consultant for 1MD Phase 2 ECC Implementation Project.

· Worked on WEBUAR tool implementation (Automatic User Access Provision tool) for User & Role provisioning access. This tool works like GRC ARM where the request is sent to appropriate approvals and access is provisioned once the approvals are received.

· Assist with the daily and monthly reporting of SOD (Segregation of Duties) activities from SAP GRC in support of meeting applicable compliance objectives.

· Part of Central Security team responsible for conducting periodic user access reviews through NAGS tool (User to Role, User to SOD, Role to Critical) and point of contact between the external auditors & internal teams.

· Worked on SDDC- software-defined data centre Migration project where the SAP physical servers are replaced with Cloud based server. During this migration, SAP ECC & BW systems were upgraded (SU25) from ECC 4.7 to ECC 6.0 .

· As a Security Lead, responsible for Analysis, Design, Project delivery in Agile methodology and managed team in both Onshore and Offshore.

· Used JIRA for the sprint assignments and completion.

· Complete user administration like creating, modifying, and deleting, locking, unlocking, and resetting passwords.

· HANA DB Security:  Configured Standard, Technical and Restricted Users. Worked on System, Object, Analytic and Package Privileges. Knowledge in SAP HANA Studio.
· GRC 10.1implementation which includes GRC ARA, ARM & EAM configurations.
· FIORI / UI5 Security – Gateway role design to include Catalogs, Groups and ODATA. Backend role design to include T code, ODATA, Webdynpro with Authorizations. Trace error log analysis for missing Services and Backend authorizations.

· SAP S/4 Hana Security Implementation - Involved in implementation phase activities of S/4 HANA – GET project, Configuration of Fiori Catalog, Tile groups and creation of Fiori based job roles for the corresponding Catalog and Tile groups.
· Releasing change requests and importing them into target systems based on approvals from team manager.

· Transport roles between the respective clients (DEV-QA-PROD).

· Regular support pack upgrade. 

· Defined user traces and analyzed the trace for missing authorizations.

Tata Consultancy Services Ltd, India
July 2013 to July 2019
SAP Security Consultant, Johnson & Johnson, Bangalore, India, | 2013 to 2019



· Well experienced in planning, designing, documenting, and implementing security related standard procedures for the user administration, roles, and profile generation. 

· Supported GRC ARM requests involving in different workflows which includes training validations.

· Worked on Business roles alignment drive in GRC access control.

· Worked with Audit teams as per the monthly audit requirements. 

· Experienced using SAP HANA Studio for User Administration like created new users/modify existing users in Native HANA, identifying the necessary object privileges/system privileges/package privileges/SQL Privileges required for users (developer/functional and end-users) and add them to the roles/user profile.

· Creating new roles as well as deriving and extending existing roles using PFCG 

· Monitored User maintenance on day-to-day and role maintenance on requirement. 

· Maintained Assignment of Authorization Objects (SU24). 

· Identified Segregation of Duty conflicts and propose recommendations that lead to implementation of mitigating controls and elimination of risks. 

· Preparing Weekly & Monthly Quality Reports, Progress reports etc for management and client, conducting and coordinating weekly/monthly meetings. 

· Successfully transported the generated roles and profiles using SAP transport management system (STMS) and handled normal & mass generation of roles and transport of roles. 

· Performed Security design, and segregation of duties analysis using GRC 5.3/10.1 ARA to identify and remediate SOD conflicts at User level and Role level.

iGate Global Solutions, India
June 2008 to July 2013
Senior SAP Lead Engineer – RBC, Bangalore, India
· Main responsibility included working closely with the technical and functional leads to create and maintain security roles and policies related discuss status reports to the SAP R/3 systems. 

· Used Central User Administration (CUA) to handle User Administration/maintenance activities.

· Used SAP Security transactions PFCG, SU01, SU10, SU24, SU21, PFUD, SUPC, SUIM, SU53, SU56, ST01, SE54, STMS, SCC1, SE09/SE10, SM18, SM19, SM20, SE16, SM30 etc

· Involved in all aspects of SAP security from setting up naming conventions for roles, profiles, and test ids, while working closely with various functional teams to collect role requirements. 

· Worked on Authorization objects, Activities/values/authorization groups, Roles, Role derivations, Activity groups, Composite Activity groups and User id assignments. 

· Firefighter creation/assignment through SPM (Super user Privilege Management) Map Firefighter ID’s to owners and controllers and Assigning firefighter Id to users.

Education, Certifications, Hobbies
Bachelor of Engineering, Electronics & Communication Engineering
VTU University, Bangalore, India

SAP Certified Application Associate, Fiori Security Trained Consultant | ITIL V3 Foundation Certified | Microsoft Azure Fundamentals Certified AZ-900


  Yoga Volunteer | cricket lover | foodie by nature | nature lover
